PRESENTE PAR DRUELLE NICOLAS

TP-PFSENSE



CAHIER DES CHARGES

-Mise en place du Pfsense
-Configuration des interfaces (WAN,LAN,DMZ )
-Configuration des regles

-Configuration du portforward
Autorisation du WAN et du LAN d’accés au serveur sur la DMZ

-Mise en place du serveur web
-Configuration du serveur dans la DMZ

-Réalisation des tests
-Test LAN vers WAN et DMZ
-Test WAN vers LAN et DMZ
-Test DMZ vers LAN et WAN



TOPOLOGIE

DMZ LAN
192.168.22 X 192.1638.202 X

WAN
192.168.20.X




ADRESSAGE IP

Nom

Adresse IP

PFSENSE (LAN)

192.168.202.20

PFSENSE (WAN)

192.168.20.86

PFSENSE (DMZ)

192.168.22.1

Serveur LAMP

192.168.22.2

Poste client LAN

192.168.202.11




MISE EN PLACE DU
PFSENSE




£ SCSI Controller
(©) CD/DVD Drive (ide2)
& Hard Disk (scsi0)
= Network Device (net0)
= Network Device (net1)
= Network Device (net2)

INSTALLATION PFSENSE

200GB

1 (1 sockets, 1 cores) [x86-64-v2-AES]

Default (SeaBIOS)

Default

Default (i440fx)

VirtlO SCSI single
localiiso/pfSense-CE-2_5 2-REL EASE-amd64.iso, media=cdrom, size=636498K
locaHvmvm-204-disk-0 iothread=1size=10G
virtio=BC:24:11:54:4A-21 bndge=vmbr0,firewall=1
virtio=BC:24:11:71:D3:9C, bndge—vmbr(, firewall=1
virtio=BC:24:11:5D:DA-6D, bndge=—vmbr0 firewall=1

Dans un premier temps je vais
installer PFSENSE sur le Proxmox en
djoutant 2 interfaces réseau
supplémentaire




INSTALLATION PFSENSE

Une fois les interfaces ajouter je
démarre la VM et procede a
l'installation




INSTALLATION PFSENSE

tripe@Stripe - No Redundancy

{ﬁ]ﬁhnnt. >




ONFIGURATION PFSENSE

amdb4 (pfSensenicolas.home.arpal) (ttyvd)

(Local Database)

UM Guest MNetgate Des

ww Welcome to pf

WAN (wan)

LaN (lan) ’ > .

OPFT1 (optl) 3 A : g: £.16
pfTop

rator
tools

?)

B) Shell

an option:

Une fois l'installation fini j’assigne le
LAN, WAN et la DMZ a une interface

(up) Virtl0 Networking Adapter

creer precedemment avec ['option

If ULANs will not , it is typical to
‘17’

Valid interf:

say no here and use the webConfigurator to configure ULANs later, if required.
should ULANs be set up now [yinl? n
the names of the interfaces are mot known, aut detection can

stead. To use auto-detection nect all
before pr ing "a’ to

*» WAN interface name or "a’ for auto-detection
vinetl vinetZ or a): vtnet®

LAN interf * name ‘a’ for auto-detection
this enables full Firewallin AT .,
(vtnetl vinetZ a or nothing if finished): vitnetl

Dptional interface 1 description found: OPTI1
Enter the Optional 1 interface name or 'a’ for auto-detection
(vtnetZ a or nothing if finished): wtnetZ

The interfaces will be assigned as follows:

vitnet®

Do you want to proceed [yinl? 1




CONFIGURATION PFSENSE

Ensuite avec l’'option 2 je donne
- (an) ;::: e une ip en suivant le tableau

OPTL CoptD) > d’adressage en page 4 sur chacune
des interfaces




eeeeeeeeeeee

piSense® software is developed and maintained by Netgate®

Primary DNS Server

ooooooooooooooo

Une fois les adresses ip mise sur les
interfaces avec le poste client LAN je
me connecte au site du PFSENSE afin

de commencer la configuration

Dans un premier temps je renseigne
les configurations de base comme le
nom de ’hote et la plage horaire



CONFIGURATION PFSENSE

pptplocalsubnet 32

Ensuite on passe la configuration des
iInterface.
Sur linterface WAN on décoche

= “block rfc1918 private networks” afin
e d’avoir une ip privée sur celle-ci
=

Apres linterface WAN, c’est au tour

de l'interface LAN on veérifie donc si

I’ip mise préecedemment est bien la
bonne




CONFIGURATION PFSENSE

Wizard / pfSense Setup / Set Admin WebGUI Password

_ Enfin la derniere configuration est le
— = défaut car il ne faut jomais laisseé le
2= mot de passe de base sur un serveur

Admin Password AGAIN

Status / Dashboard + @
/00
MNamae piSensenicolas. home.arpa

Cantract type
User admin@192.168.202.11 (Local Database)

System KVM €

Une fois cela fait je peux acceder a la
page d’accueil du serveur

Device 1D: 38d5bbo88Sc0c081512 NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

If you purchased your piSense gateway firew
Community Support al the p
hardware, you have access 10 vanous Comr
the NETGATE RESOURCE LIBRARY

ance from Metgate and ekected
SENSE On your own

unity support resources. This inciudes

o a Netgate al Technical Assistance Center (TAC)
e abwAYS O f LEam is staffed 24x7x365 and
Committed 1o delvering enerprise-Class, wondwide SUpport at a price point that is

QAT Crypto: No

Hardware erypto more than competitive when compared to ¢lhers in our space.

Kernal PTI Enabled « Upgrade Your Support s Community Support Resources
b

MDS Mitigation Inactive

Uptima 23 Hours 29 Minutes 12 Sec & d i
Current date/time Sat Sep 28 17:43:48 CEST 2024
DNS server(s) v 127001 y purchase a Nelgate Global TAC S

p
your Netgate Device ID (NDI) from

« 185.156.80.7



EXPLICATION REGLE

ACTION :
PASS (AUTORISER), BLOCK (BLOQUER SANS RETOUR), OU REJECT (BLOQUER
AVEC NOTIFICATION).

INTERFACE :

SUR QUELLE INTERFACE LA REGLE S’APPLIQUE : LAN, WAN, DMZ, ETC.

~ PROTOCOL:
TYPE DE PROTOCOLE FILTRE : TCP, UDP, ICMP (PING), OU ANY (TOUS LES
PROTOCOLES).
SOURCE :
ORIGINE DU TRAFIC : ANY (TOUT), SINGLE HOST OR ALIAS (ADRESSE IP UNIQUE),
OU NETWORK (UN SOUS-RESEAU).
DESTINATION :
DESTINATION DU TRAFIC, AVEC LES MEMES OPTIONS QUE POUR LA SOURCE.
PORTS :
SOURCE PORT ET DESTINATION PORT : PLAGES DE PORTS SPECIFIQUES A FILTRER
(EX.: 80 POUR HTTP, 443 POUR HTTPS).
DESCRIPTION :
CHAMP POUR NOMMER LA REGLE POUR MIEUX L’IDENTIFIER.



ONFIGURATION REGLE LAN

Edit Firewall Rule

Action

2 or ICM nreachable for UDP) is retumed to the sender
whereas with block vacket is discardec
Disabled ") Disable this rule
=&t this option to disable this r e w thowut naving T ih t
Associated filter rule s associated with a NAT rule
g the interface, protocol, source, or destination of associated filter rules is not permitted

v the NAT rule

Interface LAN

Choose the interface from which packets must come to match this rule

Address Family IPyd w

Select the Internet Protocol version this rule applies to
Protocol TCP w
H ch IP protocol e sh natch

Source Invert match any b / v

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases this setting must remain at
ts default value, any.

Destination

Destination Invert match Single host or alias v 192.168.22.2 / A

Destination Port Range HTTP (80) ol HTTP (80) v

From Custom To Custom

-

Specify the destination port or port range for this rule. The "To" field may be left empty if only filtering a single port

Extra Options

Log Log packets that are handled by this rule

Hint: the firewall has limited local log space. Den't turn on logging for everything. If doing a lot of logging, consider using a remote syslog server (see

the Status: System Logs: Settings page).

Description NAT

A description may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the firewall

og



CONFIGURATION REGLE WAN

Action

Pass v
Choose what to do with packets that match the criteria specified below

Hint: the difference between block and reject

5 that with reject, a |
whereas with block the packet

vacket (TCP RST or ICMP port unreachable for UDP) is returned to the sender
s dropped silently. In either case, the original packet is discarded

Disabled Disable this rule

Set this option to disable this rule without removing it from the list
Interface w
oose the interface from which packets must come to match this rule

Address Family Pva
Select the Internet Protocol version this rule applies to.
Protocol TCP

Choose which IP protocol this rule should matc

Source [

] Invert match any " e Addre / -

The Source Port Range for a connection is typically random and almost never equal to the destination port. In most cases this setting must remain at
te default value, any.

Destination

Invert match Single host or alias

- 192.168.22.2 w
Destination Port Range HTTP (80) v HTTP (80)
rom Custom

Custom
specify the destination port or port range for this rule. The "To" field may b

e left empty if only filtering a single

Log

Log packets that are handled by this rule
Hint: the firewall has

mited local log space. Don't turn on logg
the Status: System L

everything. If doing a lot of loggin
ogs: Settings page

ging using a remote '_;'!r'-:; S

g, consider rver (see

Description

Advanced Options



QU’EST CE QUE LE PORTFORWARD

Le “port forwarding” (redirection de port) est une
technique permettant de rediriger le trafic réseau
destine a une adresse IP publique et un port specifique
vers une adresse IP privée et un port sur un réseau interne
(comme un LAN ou une DMZ).

Cela permet d'acceder a des services internes (serveurs
web) depuis | 'exterieur du réseau, tout en conservant la
securite offerte par le pare- ~feu et le NAT (Network
Address Translation).



CONFIGURATION PORT FORWARD LAN

Interface LAN v

Choose which interface this rule applies to. In most cases "WAN" is specified.

Address Family Prd v
Select the Internet Protocol version this rule applies to.
Protocol TCP -
Choose which protocol this rule should match. In most cases "“TCP” is specified
Source
Destination ] Invert match. LAN address > / ~

Type Address/mask

Destination port range HTTP v HTTP v
From port Custom To port Custom

Specify the port or port range for the destination of the packet for this mapping. The ‘to’ field may be left empty if only mapping a single port

) (s Pour la configuration du port

forward sur le lan onredirige
’adresse LAN vers Uip du serveur ici

“192.168.22.2” sur le port 80 (HTTP)

e. it is not possible to redirect from link-local addresses scope (fe80:*) to local scope (1)

Redirect target part HTTP i

proee
I P addre € 3 1 CasE 3 OO g secif 2 beginning port of the range (the I
From port” above
Description
ascription may !,---_-'1‘.-_-'|.:':'-_'--' agministrative BrencE i
Ne XMLRPC Sync —| Do not automatically sync to other CARP members
This prevents the rule on Master from automatically syncing to other CARP members. This does NOT prevent the rule from being overwritten on Slave

MAT reflection Use system default 2

Filter rule association Rule NAT v

View the filter rule



CONFIGURATION PORTFORWARD WAN

Edit Redirect Entry

Disabled

No RDR (NOT)

Interface

Address Family

Protocel

Source

Destination

Destination port range

Redirect target IP

Redirect target port

Description

No XMLRPC Sync

MNAT reflection

Filter ruld 3ssociation

0O Disable this rule

Disable redirection for traffic matching this rule

it ah knowledge of the implications

This option is rarely needed. Don't use this without thoroug oW e
WAMN v
g8 erface this rule applies to. In most cases "WAN" is specified
1Pwd w
Select the Internet Prot v io sle a -}
TCP v
Choos ich protocol this rule should match. In most cases "TCP” is specified
Invert match WAN address v w
Type Address
HTTP b HTTP w
From port Custom To port Custom
Specify the port or port range for the destination of the packet for this mapping. The 'to’ field may be left y mapping a gle
Single host w 192.168.22
HTTF W
Istom
ot O machin 2 |P address entered above. In case of a port range, specify the beginning port of the range (the end port will be
utomatically
v identical to the "From port” above
188 inDtic a3y be entere 1 FMIr trati g Irse

Do not automatically sync to other CARP members

Use system default

Rule NAT

View the filter rule

This prevents the rule on Master from autematically syncing to other CARP members. This does NOT prevent the rule from

Pour la configuration du port
forward sur le lan on redirige
’adresse WAN vers ’ip du serveurici
“192.168.22.2” sur le port 80 (HTTP)



TEST



TEST PING LAN

:\Users\Windows>ping 192.168.20.86

Envoi d’une requéte "Ping’ 92 avec 22 octets de
léponse de 192.168.20.86 : ctets=3 o s<1lms TTL=064
éponse de 192.168.20.86 : octets=32 temps=2 ms TTL=64
éponse de 192.168.20.86 : octets=32 s<ims TTL=64
éponse de 192.168.20.86 : octets=32 s<1ms TTL=64

Statistiques Ping pour 192.168.20.86:

Paquets : envoyés = 4, regus = 4, perdus = @ (perte @%),
Durée approximative des boucles en millisecondes

Minimum = ©ms, Maximum = 2ms, Moyenne = ©ms

données

:\Users\Windows>ping 192.168.22.2

Envol d'une requéte "Ping’ 58.22.2 avec 32 octets de données
léponse de 192.168.22.2 : octets=32 temps=1 ms TTL=63
léponse de 192.168.22.2 : 32 temps=2 ms TTL=63
léponse de 192.168.22.2 : 32 temps=1 ms TTL=63
léponse de 192.168.22.2 : tets=32 temps=1 ms TTL=63
Statistiques Ping pour 192.168.22.2:
Paquets : envoyés = 4, recu: 4, perdus = @ (perte 8%),

Durée approximative des boucl en millisecondes
Minimum = 1ms, Maximum = 2ms, Moyenne = 1ms

Ping vers WAN

Ping vers DMZ



TEST PING WAN

C:\Users\Nico>ping 192.168.202.11 SUlsSEsWicozpital iz ee s

Envoi d’une requéte 'Ping' 192.168.22.2 avec 32 octets de données :

d’une requéte 'Ping' 192.168.202.11 avec 32 octets de données : olze AMEREEEAD OF L CECEOEE CoRRes..
Délai d’attente de la demande dépassé.

d’attente de la demande dépassé. Délai d’attente de la demande dépassé.
d?’attente de la demande dépElSSé. Délai d’attente de la demande dépasse.
, L [
d’attente de la demande depasse. Statistiques Ping pour 192.168.22.2:
d’attente de la demande depasse. Paquets : envoyés = U4, recus = @, perdus = 4 (perte 100%),

Ping vers LAN Ping vers DMZ



TEST PING DMZ

root@deblan:# plng 192.168.262.268 root@deblian:™# ping
PING 192.168.202.20 (192.168.202.28) S6(84) butes of F_Zl'-.fi 192.168.20,86

1_|.|||":_ AP AR --I:r-E .—:—;:I—'i-_—-l-'i—--.-: - - - ]'|:"_'||;':_ ‘M. ohb :-ll_r:;

transmltted, @ recelved, 106% packet

transmlitten,

Ping vers LAN Ping vers WAN



g =
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TEST CONNECTION SITE

| Bl piSensenicolashomearpa-Syste X [9 Apache2 Debian Default Page: It X +

AN

LK

192.168.22.2 13 : L

Apache2 Debian Default Page

This is the default welcome page used to test the correct operation of the Apache2 server after
installation on Debian systems. If you can read this page, it means that the Apache HTTP server
installed at this site is working properly. You should replace this file (located at

Jvar /wevifhtml/index . html) before continuing to operate your HTTP server.

If you are a normal user of this web site and don't know what this page is about, this probably means
that the site is currently unavailable due to maintenance. If the problem persists, please contact the
site’s administrator.

Debian's Apache2 default configuration is different from the upstream default configuration, and split

into several files optimized for interaction with Debian tools. The configuration system is fully
documented in fusr/share/doc/apache2/README.Debian.gz. Refer to this for the full
documentation. Documentation for the web server itself can be found by accessing the manual if the
apache2-doc package was installed on this server.

The configuration layout for an Apache2 web server installation on Debian systems is as follows:
Jetc/apache2/
[-- apachel.conf
‘-- ports.conf
-- mods-enabled
[-- *.load
‘== * conf [\‘\5'
-- conf-enabled
T-- * conf
-- sites-enabled

R

o i, ", i, S, iy

Connection
avec le LAN

Thiis is the default welcome page used o test the comrect aperation of the Ap 2 server after
nstallation on Debaan systerrs, I you can read this page, it means that the Apache HTTP server
nstalled at & P rly. You should replace this file (located st

o operate your HTTP sepver

If you are a normal user of this web site a o't know what this page is about, this probably means
that the site is currently unavailable dse to maintenance. [f the problem persists, please contact the
site’s administrator.

. and split

Debian's Apache2 default configuration is different from the upstream default configura
nte several files optimized for mteraction with Debian tools. The configuration system is
documented in fusr/share/doc/ apached / README Debian.gz. Refer to this for the full
documen n, Dogumentatson for the web server itself can be found by acoessing the manwal if the
a0 ackage was installed on this server.

The

QUFSTIOR [ayout for &n Apsche? web derver installation on Debian systems S a4 follow:

Jurefopocteds
[-- apacked.conf

! te- ports.conf
[+« mods-enabled

! |-- *.icod
I “en *.conf
[-- conf-emebled

! = conf
[-- sites-emcbled
I “us ®.conf

*  spachel,conf 15 the main configuration file, It puts the pieces tegether by ncleding all remaining
configuration files v starting up the web server.

*  ports.cond i Abway included from the main configuration file. Tt it uged to detenmine the
kistening ports for incoming connections, and thes file can be customized amytime,

*  Configuration files in the eods-enableds, conf-ensbled/ and sites-enabled/ directonies congain
particular configuration snippets which manage medules, global configuration fragments, or virtua
host configurations, respectively.

symiinking available configuration files from their respective =-available/

should be managed by using our helpers azensod, aZdisecd, alensive,

es for detailed mformation,

*  They are activated
counterparts. Thes
addissive, and alenconf, aldisconf , See their respective man pag

*  The binary is called apache. Dueé to the use of environment variables, in the default
configuration, apache2 needs to be started/fstopped with fete/iait dfapache? or apache2erl.
Callindg fusribinfspached directiy will not work with the defasl configurmtion

Connection
avec le WAN




